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711 HH

Pt HE5h= QIEM BT 2 x.509 v3 LT}

NO |ZEH 2l 2t
1 version V3
2 serial Number UHHS
3 signature Algorithm ecdsa-with-SHA256
C =KR,
_ O = KakaoBank Corp.,
4 issuer
OU = KakaoBank Certification Authority,
CN = KakaoBank Root CA Class 2
C =KR,
) O = KakaoBank Corp.,
5 subject
OU = KakaoBank Certification Authority,
CN = KakaoBank Root CA Class 2
6 validity CIEMO R57|7t

7 subject Public Key Info 27l7| MH(ECC 256 Bit)

1 authority Key Identifier | Z|At¢| o1Z7| 2t
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2 subject Key Identifier 27H7101| st a4 2t




digitalSignature (0),

3 key Usage keyCertSign (5),
cRLSign (6)
4 basic Constraints CA = true, pathLenConstraint=None

7.1.2.2 Q15 7|2 MXIAHOISA =20}l

7.1.2.21 7|22

CHEES 2l 2t

1 version V3

2 serial Number UHHS

3 signature Algorithm ecdsa-with-SHA256
C =KR,
O = KakaoBank Corp.,

4 issuer
OU = KakaoBank Certification Authority,
CN = KakaoBank Root CA Class 2
C =KR,

) O = KakaoBank Corp.,

5 subject
OU = KakaoBank Certification Authority,
CN = KakaoBank CA Class 2

6 validity CIEMO| R57|7t

7 subject Public Key Info 27l7| MH(ECC 256 Bit)

CRESE EE
- Z|AQ| Q1= 7|8te| subjectKeyldentifier
1 authority Key Identifier |- Z|[A¢| 21Z57|2t9| subject
- £ Q15 7|22| serialNumber
2 subject Key Identifier 270710f| CHt sl 2t
digitalSignature (0),
3 key Usage keyCertSign (5),
cRLSign (6)




4 basic Constraints CA = true, pathLenConstraint=0
OID =1.2.410.200088.2

5 certificate Policies CPS =https://www.kakaobank.com/Corp/Policy/Cert/CertCps
unotice = "0| AIEM= 717tQW3 CA QIEM QiL|Ct”

6 CRL Distribution Points http://arl.kakaobank.com/rca2_arl.crl

7 authority Info Access http://ocsp.kakaobank.com/ca

7.1.2.3 712X} Q1= M (ZHQ)) EZ2n}p

7.1.23.1 7|22
NO (ZcH 4 &
1 version V3
2 serial Number LHAHS
3 signature Algorithm ecdsa-with-SHA256
_ CN=KakaoBank CA Class 2, OU=KakaoBank Certification Authority,
4 SsHer O=KakaoBank Corp., C=KR
5 subject CN=SI=AYHAI2XI22|HS), O=KakaoBank CA Class 2, OU=7§2l, C=KR
6  |validity IEMO| &2
7 subject Public Key Info 27l7| MH(ECC 256 Bit)

NO |mEH ol t
- QI=7|2te| subjectKeyldentifier
1 authority Key Identifier |- Z|&¢| 21Z7|2t9| subject
- 01=7| 29| serialNumber
2 subject Key Identifier 270710f| it sl 2t
digitalSignature (0),
3 key Usage
nonRepudiation(contentCommitment) (1)
4 extKey Usage id-kp-clientAuth {1.3.6.1.5.5.7.3.2}

basic Constraints

CA = false




0ID =1.2.410.200088.2.1.3

6 certificate Policies CPS =https://www.kakaobank.com/Corp/Policy/Cert/CertCps
unotice = "0| IEM= 717t W3 JHRl QIEA QiL|Ct”

7 CRL Distribution Points http://crl.kakaobank.com/user/class2

8 authority Info Access http://ocsp.kakaobank.com/user/class2

9 subject Alt Name id-kisa-identifyData Off 7}IAt A1} VID

7.1.2.4 71X} AS M (AIUA}) Z=afl

7.1.2417|2€

NO |HEY ol t

1 version V3

2 serial Number LHAHS

3 signature Algorithm ecdsa-with-SHA256

_ CN=KakaoBank CA Class 2, OU=KakaoBank Certification Authority,

4 SsHer O=KakaoBank Corp., C=KR

5 subject CN=MSHAIAXISEHS), O=KakaoBank CA Class 2, OU=AIRIX}, C=KR

6  |validity QIBMO RET|2

7 subject Public Key Info 27l7| HE(RSA 2048 Bit)

CREES SER
- QI=7|2te| subjectKeyldentifier
1 authority Key Identifier |- Z|&¢| 21Z7|2t9| subject
- QI=7|2t9| serialNumber
2 subject Key Identifier 270710f| it sl 2t
digitalSignature (0),
3 key Usage
nonRepudiation(contentCommitment) (1)
4 extKey Usage id-kp-clientAuth {1.3.6.1.5.5.7.3.2}

basic Constraints

CA = false




OID =1.2.410.200088.2.2.1
6 certificate Policies CPS =https://www.kakaobank.com/Corp/Policy/Cert/CertCps

unotice = "0| QIZXN &= 717t T AR} QIZA QlL|Ct”

7 CRL Distribution Points http://crl.kakaobank.com/user/class1

8 authority Info Access http://ocsp.kakaobank.com/user/class1

9 subject Alt Name id-kisa-identifyData O] 7}IXt A1}t VID

71308 I% THA| AE R}

A) HZ4(0ID) : 1.2.410.200088.2.1.3
- 7HUXE Q1B M (AAXIRIZ M) E24 (OID) : 1.2.410.200088.2.2.1
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7.2.217|=2=c
CHEES oz gt
1 signature Algorithm ecdsa-with-SHA256
CN=KakaoBank CA Class 2, OU=KakaoBank Certification Authority,
2 issuer

O=KakaoBank Corp., C=KR

3 this Update
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4 next Update
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5 revoked Certificates

HX[E QAIBSM SE(QRISM A2, HX| ZA)

1 authority Key Identifier

Z7|2te| subjectKeyldentifier
2| 2157 |&e| subject

- QI=7|2t9] serialNumber

2 crl Number

3 issuing Distribution Point

http://crl.kakaobank.com

7.2.23 A EZ| SHEECE

NO (ZHEH U gt H|D
1 Reason Code H|X| AH

7.3. OCSP MH & 215N =2}

7.3.1HH
717t 3 QB M REM =l MH[A(OCSP) 8EAt= RFC 6960 Off Ho|E HH 12 =Lt
717t 3= OCSP 2F HA|X|7t RFC 6960 & &51X| = 42 SHE R = AsLC




7.3.2 OCSP =& ZE

7.3.2.1 OCSP Response 7|2Zl=

NO |ZCtH 4= 2t

1 responseStatus SEtaE

2 responseType id-pkix-ocsp-basic {1.3.6.1.5.5.7.48.1.1}
ResponseData
/ version V1
| responderID OCSP ME{Q| F=#||7| AlLdx}
/ producedAt OCSP SEIS MMsH Azt

’ ResponseData/ responses | Q&SH 711X} QIS A Q| AEf HE
/..] certiD OCSP Request 2| CertID 2t SL(TIAUXIS| QIS A AlH HH)
/../ certStatus QIBM HEH(0 - &, 1-HX|, 2- 2 == 8l2)
/../ thisUpdate OCSP ZHAl A2t

4 signatureAlgorithm ecdsa-with-SHA256

5 signature OCSP Mt{o| MXtMH Zf

6 certs OCSP AMH{2e| QIZEM HE

7.3.2.2 OCSP Response &&= C

NO |EEY 2l 2k

1 responseExtensions ocsp-nonce

2 extnld ocsp-nonce OID
3 extnValue OCTET STRING

77t A= ¢l ER{AE 21| 9l 7|F(WebTrust Principles and Criteria)& =45t U&LICtH
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